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December 1, 1999 FOR NATIONAL
fdservICE

The Honorable Ted Stevens
Chairman

Committee on Appropriations
United States Senate

Capitol Building

Washington, D.C. 20510-6025

The Honorable C. W. Bill Young
Chairman

Committee on Appropriations
U.S. House of Representatives
H-218 Capitol Building
Washington, D.C. 20515-6015

Dear Mr. Chairmen:

This is our sixth and final report in compliance with requirements established in the
House of Representatives Conference Committee Report accompanying PL 105-276 to
review and comment on the Corporation’s plan and progress in regard to the expenditure
of the $3,000,000 in funds earmarked for financial management reforms and urgent
program administration needs.

The Corporation responded to the Committee Report’s requirements by establishing an
Action Plan for financial management improvements. OIG’s initial review revealed that
most of the planned tasks to achieve financial management improvement were not
scheduled to be completed until the second half of fiscal year 1999. We concluded that it
would not be possible to provide the Conferees with a meaningful assessment of progress
until the final quarter of the fiscal year. Therefore, we engaged KPMG to review the
Corporation’s progress in implementing the Action Plan and related expenditures as of
August 21, 1999. The enclosed report presents the results of KPMG’s review. We have

reviewed the report and the work papers supporting its conclusions and agree with the
findings and recommendations.

KPMG reports that several significant tasks have been achieved, such as the conversion
to a new accounting system (Momentum) and the implementation of a document imaging
capability for the National Service Trust. However, KPMG also identifies several areas

where the Corporation needs to improve its planned corrective actions. The most
significant of these include:

o The Corporation lacks a cost accounting system to track actual expenditures
against the funds allocated to Action Plan activities in accordance with the
Corporation’s fiscal year 1999 appropriation. A cost accounting system would
also be beneficial to the Corporation in producing meaningful financial statements
and to report on its performance by program activity as required under the

Government Performance and Results Act.
Inspector General
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o The system and users documentation for the National Service Trust imaging
system is insufficient to enable the Corporation to effectively maximize the use of
the imaging capability of the Trust.

e The documentation maintained by the Corporation for management accountability
and control events, such as decisions made and actions taken to complete Action
Plan tasks, is not always adequate to support task completion.

e A comprehensive set of Corporation-wide policies and procedures needs to be
completed in order for Corporation personnel to effectively and efficiently
perform their duties in accordance with management directives.

e The self-assessment component of the Corporation’s management control plan
needs to be more comprehensive and to be performed for all assessable units.

¢ A Chief Information Officer needs to be added to the Corporation management
team to provide leadership in assessing Information Technology issues.

¢ Follow-up with the contractor who issued the Corporation’s Independent
Validation and Verification report for Year 2000 compliance is required to clarify
the completeness and accuracy of certain reported matters.

We provided a draft of this report to the Corporation for comment. In its response
(Appendix A) the Corporation cites several of the report’s findings and indicates general
agreement with them. However, with respect to the report’s recommendations, the
Corporation responded:

“The draft report makes several recommendations, some of which have been
previously identified in other audit reports. We agree with many of these
recommendations, and disagree with others. In the FY 2000 Action Plan and as
part of the audit resolution process, we will address those recommendations we

agree with, and provide the Office of the Inspector General our rationale for those
recommendations with which we disagree.”

This OIG report is being sent to all members of the Senate and House Appropriations
Committees, Corporation for National and Community Service management, and
congressional committee staff. We will make copies available to others upon request. If
you have any questions, or wish to discuss these matters, please call William L.
Anderson, Assistant Inspector General for Audit at (202) 606-5000 extension 390.

Luisi S. Jordan

Inspector General
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2001 M Street, NW.
Washington, D.C. 20036

October 8, 1999

Inspector General
Corporation for National and Community Service:

KPMG LLP has reviewed the Corporation for National Service’s progress in implementing its
Action Plan for financial management improvements and related expenditures as of August 21,
1999. The procedures we performed, the results of our work, and our comments and
recommendations are summarized in this letter and described in detail in Exhibits A and B.

Background

The National and Community Service Trust Act of 1993 established the Corporation for National
and Community Service as a Government Corporation subject to the requirements of the
Government Corporation Control Act. The Corporation receives an annual appropriation to
support its mission of awarding grants and cooperative agreements to state commissions and
nonprofit entities to assist in the creation of full and part-time national and community service
programs.

Since its inception in 1994, the Corporation has experienced a variety of financial management
problems that have been the subject of numerous OIG reports and of congressional scrutiny.
Additionally, the Corporation’s financial statements have not been fully auditable due, in part, to
material weaknesses in internal controls.

To assist the Corporation in its efforts to improve financial management, Congress mandated that
$1.5 million be redirected from the Corporation’s annual appropriation to fund financial
management reforms, and approved an additional $1.5 million in fiscal year 1999 appropriations
earmarked for the same purpose. The House of Representatives Conference Committee Report
accompanying PL 105-276 indicated that “the conferees intend that the Corporation will submit
to the House and Senate Committees on Appropriations within 60 days of the enactment of this
Act a detailed plan for the expenditure of the $3,000,000 in funds reserved to meet urgent
program administration needs. Further the Corporation will provide regular updates to the House
and Senate Committees on Appropriations every 60 days on the use of these funds in accordance
with that plan.” Urgent program administration needs were defined as “financial management,
database and related financial systems development, and Year 2000 computer problems.”

The Conference Report also required that the Corporation Office of Inspector General
independently review and comment upon the Corporation’s Plan and each update within 30

.... KPMG LLP KPMG LLP a US. imited liability partnership, 1s
a member of KPMG International, a Swiss association.



calendar days of their submission to the Congress during fiscal year 1999. The OIG issued five

reports during fiscal year 1999 in fulfillment of this requirement.’ This report will complete the
OIG’s review requirement.

Summary of Results

Based on our review of the status of the Action Plan implementation, the following significant
accomplishments have been made:

e The Corporation’s accounting operations have been converted to a new accounting system —
Momentum,;

A CFO has been conﬁrmed;2

A functional document imaging capability has been implemented for the National Service
Trust;

e A management control plan has been developed;

e An operational VISTA Management System cost sharing billing module system has been
implemented; and

e A tracking mechanism to monitor status of corrective actions addressing audit findings has
been developed.

The overall requirements for this work and the results were, as follows:

1. Examine and report on the costs reported (both actual and estimated) by the Corporation to
accomplish the Action Plan. As part of this evaluation, determine if the costs are charged to
the correct appropriation accounts (fiscal year 1999 administrative funds), are supported by
adequate documentation and, if not, which costs have been reasonably estimated.

The Corporation developed a budget for planned expenditures of the fiscal year 1999
allocated appropriation subsequent to the submission of the December 21, 1998 Action Plan
status report to Congress. No revisions have been made to the initial estimates since the
budget was initially developed for planned expenditures. Of the $3 million in planned
expenditures to implement the Action Plan, approximately $1.7 million was for ongoing
financial operations and training, and approximately $1.3 million was for special projects and
conferences. Corporation management has stated that it considers the expenditures as
planned to be within the intended definition of expenditures in the Conferees’ report.

The Corporation does not have a cost accounting system to track actual expenditures of the
allocated appropriation related to the Action Plan. In general, the “actual costs” identified in
the periodic reports to Congress are comprised of 100 percent of personnel costs (such as

' Report Number 99-17, Review of the Corporation’s Action Plan, dated January 13, 1999; Report Number 99-23,
Review of the Corporation’s February 19, 1999 Action Plan Progress Report, dated March 19, 1999; Report
Number 99-25, Review of the Corporation’s April 21, 1999 Action Plan Progress Report, dated May 19, 1999;
Report Number 99-30, Review of the Corporation’s June 21, 1999 Action Plan Progress Report, dated July 21,

1999; Report Number 99-38, Review of the Corporation’s August 21, 1999 Action Plan Progress Report, dated
September 20, 1999.

? Anthony Musick was confirmed as the Corporation’s CFO by the Senate on November 19, 1999.



salaries and benefits) for certain Corporation staff considered to be working on the Action
Plan full time, estimated allocations of personnel costs for other Corporation staff (based on
the extent of involvement in particular tasks), costs of conference attendance and training,

telephone coverage through an outside vendor, financial statement preparation, data clean-up,
and other related activities.

We reviewed the supporting documentation for the Corporation’s identified actual costs in
relation to the Action Plan. We verified the payroll expenses for the 100 percent allocated
and one 50 percent allocated personnel. The Corporation currently does not track time
charged by personnel on an individual project basis. However, the Corporation represented
to us that the daily duties of the 100 percent allocated personnel were focused solely on the
completion of tasks required to implement the Action Plan. We also reviewed the estimated
personnel time that was allocated in relation to attending conferences and addressing
particular task needs. These estimates appeared reasonable. The Corporation also provided

supporting documentation for all other nonpersonnel costs reported on the actual expenditure
detail report.

During our review of the supporting documentation, we noted two instances where, in the
aggregate, the travel costs reported on the expenditure schedule were overstated by
approximately $11,000. We also noted a transposition error in calculated personnel costs,
which resulted in an overstatement of approximately $60,000.

The Corporation implemented a new accounting system, Momentum. However, the optional
cost accounting module was not purchased. The Corporation stated that it was not aware of
any cost reporting requirement. Sound management practices and the requirement to
produce meaningful financial statements establish the need to report the costs of the
Corporation’s project and program expenses.

We recommend that the Corporation develop a cost accounting system which could be used
to track actual expenditures related to the current Action Plan, as well as other project and
program expenses. Such a cost accounting system would facilitate timely identification of
cost over-runs, inefficient use of resources, etc., for Corporation management to take
appropriate action. In addition, personnel should track their time by individual projects to
identify specific expenditures related to tasks in the Action Plan.

We also recommend that the expenditure detail be adjusted to correct the exceptions we
identified regarding costs reported that did not match the supporting documentation.

Verify the number of goals, objectives and tasks the Corporation is reporting on. Document
and report on new or revised goals, objectives and tasks in the Action Plan.

The Action Plan outlines the Corporation’s goals, objectives, and individual action steps
intended to correct financial management weaknesses, strengthen Corporation management,
increase the use of technology, and improve stewardship over Federal funds. The Action
Plan was developed in part, to address recent auditability surveys, operational reviews
(including procurement operations) and the 1997 and 1998 financial statement audits. It also
includes those tasks the Corporation deemed necessary to improve financial management and



operation of the Corporation resulting from its self-assessment process and other
recommendations from management. The Corporation has made revisions to the goals,
objectives, and tasks, including revisions to planned completion dates, when it has
determined changes to the Plan are needed. (Exhibit B — Task Status Matrix lists each goal,
objective and task in the Action Plan).

The initial Action Plan was dated December 21, 1998, included 8 goals, 37 objectives, and
165 related tasks. In the December 21, 1998 Action Plan, the Corporation anticipated that
149 tasks would be completed by September 30, 1999. The August 21, 1999 Action Plan
update included 9 goals, 46 objectives, and 260 tasks. Of these, no goals have been
completed, 11 objectives have been completed and 168 tasks have been completed. The

Corporation also revised (changed estimated completion date, redefined nature of task, etc.)
or deleted tasks 152 times.

Document and report on the following for each objective in the Action Plan:

o  Whether an objective is on schedule with its original due date as stated in the December
1998 Action Plan (if an objective was added subsequent to the December 1998 Action
Plan, as established in the Action Plan iteration the objective first appeared in).

o Whether the objective is behind schedule or has a revised due date.

Whether the Corporation has adequate documentation to support the status or
completion of the objective included in the Action Plan. If adequate support is not
available, identify what additional support should be maintained by the Corporation to
document the status or completion of the objective. If adequate support is available,
evaluate whether the documentation supports the status or completion of the objectives as
stated in the Action Plan.

A summary of our significant findings is as follows:

National Service Trust — The Corporation implemented a functional document imaging
capability. However, the file document imaging capability is not supplemented by a user's
manual and relevant system documentation. Additionally, it does not have all the necessary
documentation that references the back-file conversion efforts (e.g., number of compact discs
or CDs, CD labels, year of the images, and how many images in each CD) performed by the
contractor. This documentation is necessary to enable the Corporation to effectively
maximize the use of the imaging capability of the Trust.

The Corporation does not have documented investment policies and procedures. Thus, in the
absence of the normally assigned personnel performing investment procedures, there are no
guidelines for another person to follow.

The Corporation inputs each investment transaction in its general ledger as well asin a

subsidiary ledger that does not interface with the general ledger, resulting in an unnecessary
duplication of records and effort.



Documentation of Management Actions — Corporation management does not always
adequately document certain significant management accountability and control events. We
found instances where decisions made, and actions taken, to implement Action Plan tasks,
could not be supported by management with formal documentation. For example, evidence
of written notification to management to support task completion, postponement or revision
was not always available. Adequate documentation is necessary and must be clear and
readily available to provide reasonable assurance that, among other things, significant

decisions and events are documented for future reference, and approvals obtained from
officials with authority are properly on file.

General Control Environment — The Corporation does not have comprehensive policies and
procedures. A comprehensive set of policies and procedures needs to be issued in order for
Corporation personnel to effectively and efficiently perform their duties in accordance with

management directives and relevant industry standards, and in compliance with applicable
laws and regulations.

The Corporation implemented a management control plan. However, the self-assessment
component needs to be more comprehensive. All assessable units need to be initially
surveyed, grants management needs to be surveyed annually and information technology (IT)
controls need to be included in the self-assessment survey. Additionally, the Office of the
Chief Operating Officer tracks and validates corrective actions addressing weaknesses
resulting from various audits, primarily through review of relevant documentation, while the
primary method used by the Chief Operating Officer to track lower-level weaknesses is

discussion at weekly staff meetings until agreement is attained that the weakness has been
corrected.

To ensure proper disposition of weaknesses, we recommend an independent validation
function for verifying corrective actions should be initiated.

A Chief Information Officer (CIO) needs to be added to the Corporation management team
to strengthen its overall infrastructure. The CIO would provide needed leadership in

addressing IT issues such as development of critical systems and strategic planning to attain
IT goals.

Independent Validation and Verification Report — Follow-up with the contractor who issued
the Corporation’s Independent Validation and Verification report for Year 2000 compliance
is required to clarify the completeness and accuracy of certain reported matters.

Exhibit A presents our findings and recommendations related to the status of each Action
Plan objective in greater detail. In addition, we have made specific recommendations, which
are included in Exhibit B.



4. Provide suggestions to improve the Action Plan based on the work performed.

We have the following general recommendations for Action Plan improvements.

A. Reemphasize Goals and Objectives — Although the Action Plan is considered a dynamic
tool to guide the Corporation in all aspects of its financial management improvement efforts,
certain of the goals and objectives should receive priority attention in their achievement. At
the current point of the Action Plan’s life cycle, we believe the completion of the following
tasks and objectives should receive the highest priority attention in order for the Corporation
to function more efficiently and better achieve its mission:

¢ Ensure that the recently implemented accounting system, Momentum, is fully functional
and operating as intended;

Hire a Chief Information Officer;

Implement a functional grants management system;

Issue a comprehensive set of policies and procedures; and

Resolve differences reported in the U.S. Treasury Statement of Differences report, and

post necessary adjustments to the general ledger, in order to facilitate timely completion
of the fiscal year 1999 financial statement audit.

B. Establish realistic completion dates — Completion dates for certain tasks were either not
met, or are not expected to be met, based on their current status. We also noted that some
task completion dates have been revised several times. Establishing realistic milestones
provides reasonable assurance that tasks will be completed on time and resources are
properly allocated.

C. Establish criteria to measure results and completion of tasks — Certain tasks require

additional follow-up in order to determine whether the objectives they relate to have been
met. Additionally, the wording of certain tasks is ambiguous as to when they should be
considered complete. Establishing specific criteria to define at what point tasks should be
considered complete, and how the results of the tasks will be measured, will help the

Corporation demonstrate meaningful progress in achieving its goals for improved financial
management.

D. Objectives need to be more specific relative to the tasks — Certain objectives were
broadly written relative to the corresponding tasks. We noted objectives that were universal
in theme, or mission-oriented in nature but the corresponding tasks were related to very
specific Corporation operations. The tasks should be revised to ensure the accomplishment

of the objectives. Tasks that are aligned with objectives enable management to effectively
focus its efforts and resources.



5. For those Action Plan objectives identified in Appendix 1 accompanying the task order
statement of work, perform the specific procedures listed, including assessing the status of
each objective in the Action Plan’, to test and report on the Corporation’s progress in
implementing the objectives.

See Exhibit B, Task Status Matrix, which lists each goal, objective and task in the Action
Plan and results of our review procedures.

Objectives, Scope, and Methodology

As noted above, we were engaged by the OIG to assess the Corporation’s progress in
implementing its Action Plan. We conducted our review in accordance with Government

Auditing Standards issued by the Comptroller General of the United States. Our objectives were
to assess the following:

(1) The adequacy of tasks and objectives to accomplish the Action Plan goals, and the
Corporation’s ability to recognize incremental improvements before completion of all tasks
related to specific objectives;

(2) The number of goals, objectives, and tasks the Corporation reported on;

(3) Whether the objectives are on schedule and whether the Corporation has established realistic
milestones;

(4) Whether the Corporation has adequate documentation to support the status or completion of
the objectives;

(5) Whether the costs reported (both actual and estimated) by the Corporation are supported by
proper documentation and the correct appropriation account was charged; and

(6) The adequacy of the Corporation’s methodology to track and report the costs of the Action
Plan.

We also performed specific procedures requested by the OIG to determine the status of specific
objectives. See Exhibit B for details of our review. These procedure included the following
procedures:

e Reviewing the Action Plan reports submitted to Congress by the Corporation, the related
comments prepared by the Corporation OIG, and the relevant Corporation OIG working
papers supporting these comments;

¢ Obtaining an understanding of the Corporation’s progress relative to the Action Plan by
interviewing Corporation staff;

> The procedures for assessing the status of each objective were:

1. Obtain documentation on the status of the objective.

Review documentation on the status and compare this to the status reported in the August 21, 1999 Action Plan
Update.

3. Conclude as to the status of the objective, and whether the status or progress reported is adequately
documented.

4. Follow-up with inquiries to appropriate Corporation personnel if the status is not adequately documented.



Performing walkthroughs of Corporation operations;

Inspecting documentation supporting the accomplishment of the objectives and tasks;
Preparing write-ups and flowcharts of the results as appropriate;

Reviewing support documentation for the cost of implementing the Action Plan;

Performing and documenting agreed-upon procedures for specific objectives listed in the
appendix to the task order; and

e Providing suggestions, as necessary, to improve the Plan based on our review.

Response to Draft Report

We provided a draft of this report to the Corporation for comment. In its response (Appendix A)
the Corporation cites several of the report’s findings and indicates general agreement with them.
However, with respect to the report’s recommendations, the Corporation responded:

“The draft report makes several recommendations, some of which have been previously
identified in other audit reports. We agree with many of these recommendations, and
disagree with others. In the FY 2000 Action Plan and as part of the audit resolution
process, we will address those recommendations we agree with, and provide the Office of
the Inspector General our rationale for those recommendations with which we disagree.”

* % % %

We were not engaged to, and did not, perform an audit, the objective of which would be the
expression of an opinion on specified elements, accounts, or items. Accordingly, we do not
express such an opinion. Had we performed additional procedures, other matters might have
come to our attention that would have been reported to you.

This report is intended solely for the information and use of United States Congress, the
management of the Corporation for National and Community Service and the Office of the

Inspector General and is not intended to be and should not be used by anyone other than these
specified parties.

KPma LIP



Exhibit A Exhibit A

FINDINGS AND RECOMMENDATIONS

Completion Dates

The Corporation establishes completion milestones for each individual task within the objectives
of the goals. Establishing realistic milestones provides reasonable assurance that resources are
properly allocated and tasks will be completed on time.

We reviewed the status of individual tasks within the August 21, 1999 Action Plan status report
to determine progress to date and whether established milestones were likely to be met. Based on
our review of supporting documentation and/or inquiry of Corporation management, completion
dates for 22 tasks have been missed or are not likely to be met.

Some of the significant tasks with delinquent completion dates are:

e Goal 2, Objective 1, Task 2 - Analyze National Service Trust historical files electronically to
determine where records could be improved and develop implementation plan;

e Goal 3, Objective 1, Task 5 - Review Statement of Differences and identify adjustments by
end of every month; and

e Goal 1, Objective 3, Task 8 - Approve updated delegations of authority.

The remaining tasks where completion dates have been missed or are not likely to be met are
described in the Task Status Matrix in Exhibit B.

We also noted that some task completion dates have been revised several times by the
Corporation. If established tasks are not completed timely, or completion dates are consistently
revised, regardless of the underlying reason for the delay, it is difficult for the Corporation to
demonstrate improvement in controls over financial management.

Recommendation

We recommend that the Corporation establish and adhere to realistic due dates for all Action
Plan tasks.



Exhibit A Exhibit A, Continued

FINDINGS AND RECOMMENDATIONS, Continued

Establish Criteria to Measure Results and Completion of Tasks

Measurement of Results

The completion of established Action Plan goals and objectives is dependent on the successful
accomplishment of individual tasks within each objective. In assessing the status of the Action
Plan, we identified ten tasks that require follow-up tasks to demonstrate achievement of the
related objective. For example, the objective to “improve staff competencies through training”
includes a task to “provide training on financial accounting and reporting requirements to
appropriate accounting staff.” This task should be expanded or supplemented by an additional
follow-up task to determine whether training resulted in an increased level of competencies as
required by the objective.

Recommendation

We recommend that the Corporation expand or supplement the relevant tasks in the Action Plan

to ensure that all necessary procedures are identified that will lead to full accomplishment of an
objective.

Determining the Successful Accomplishment of Tasks

Establishing specific criteria to determine the completeness of a task ensures that the task is
measurable upon completion. We identified four tasks that contained ambiguous criteria for
determining their completion. For example, the objective to “make payments via Electronic
Funds Transfer (EFT)” includes a task to “throughout year, monitor progress in converting
recipients to EFT.” This task does not specify what steps need to be taken to monitor the
progress nor at what point the task can be considered complete.

Recommendation

We recommend that the Corporation specify and incorporate within the task the criteria to be
used to measure when the task should be considered complete.

10



Exhibit A Exhibit A, Continued

FINDINGS AND RECOMMENDATIONS, Continued

National Service Trust
Document Imaging Project

The Action Plan status report includes a task to “electronically capture through imaging
technology all existing Trust file documents.” However, the Trust file document-imaging project
is not supplemented by a users manual and relevant system documentation. Additionally, it does
not have all the necessary documentation that references the back-file conversion efforts (e.g.,
number of compact discs or CDs, CD labels, year of the images such as 1994 and 1995, how
many images in CD, etc.). This documentation is necessary to enable the Corporation to
effectively maximize the use of the imaging system capabilities. We also noted that there is no
formal documentation from the contractor to confirm that the project is complete.

OMB Circular A-123, Management Accountability and Control, Section II, Standards for
Management Control, states that in relation to recording and documentation, “the documentation

for transactions, management controls, and other significant events must be clear and readily
available for examination.”

Recommendations

We recommend that the Corporation obtain documentation that references the back file

conversion efforts and written confirmation from its contractor as to the completion of the file-
imaging task.

Investment Policies and Procedures

Adequate documentation of accounting policies and procedures should be maintained to
establish guidelines, define responsibilities, and provide internal accountability. Currently, the
Corporation does not have formal documentation of investment policies and procedures. Thus,

in the absence of the normally assigned personnel performing investment procedures, there are
no guidelines for another person to follow.

Recommendation

We recommend the Corporation review the informal investment management guidelines
currently in use to determine their adequacy, and develop formal written policies and procedures
to guide investment management activities in the future. Once developed, the policies and
procedures should be reviewed at least annually to ensure their continuing appropriateness in
light of the current economic environment.

11



Exhibit A Exhibit A, Continued

FINDINGS AND RECOMMENDATIONS, Continued

General Ledger

The Corporation tracks each individual investment in its general ledger system as well as in a
subsidiary ledger (Quickbooks) that does not interface with the general ledger. This procedure is

an inefficient use of Corporation resources and results in data being entered twice and increases
the potential for errors.

Recommendation

We recommend that the Corporation consider eliminating the detail investment information
maintained in the general ledger and only include control totals. The Corporation should
continue to maintain detail investment information to support the general ledger totals in the
subsidiary ledger, and should implement procedures to reconcile the subsidiary to the general
ledger control total on a monthly basis to ensure proper reporting.

Documentation of Management Actions

Corporation management is not properly documenting certain significant management
accountability and control events. We found eight instances where management had made
decisions about major departmental projects but kept no record of decisions that were made. In
these instances, no written notification to management occurred when projects were completed,
or had been postponed or revised. Documentation provided, if any, was limited to electronic
mail that mentioned the fact that milestones were being met. Examples of events for which no
meaningful documentation exists are:

¢ Goal 3, Objective 2, Task 1 — Procurement and accounting office heads jointly develop
contract data clean up plan and define criteria for contract close out.

¢ Goal 7, Objective, Task 4 — Assure internal mail system is compliant.

¢ Goal 8, Objective 3, Task 1 — Design interim DVSA grants system to replace Federal
Success grant modules for award generation.

As aresult of not documenting significant decisions, management may not able to support that
certain events occurred or report details of events that were purported to have occurred.
Management decisions should be promptly recorded and documentation maintained.

Recommendation
We recommend that Corporation senior management formally document significant decisions

and events and emphasize the importance of such documentation to all Corporation personnel.
They should also provide a working definition of “‘significant” in the context of the

12



Exhibit A Exhibit A, Continued

FINDINGS AND RECOMMENDATIONS, Continued

Corporation’s control environment and issues, and the preferred method for recordation and
filing.

General Control Environment

The following elements of a strong general control environment continue to require management
attention: (1) issuance of comprehensive policies and procedures, (2) enhancements to make the
self-assessment process of management controls more comprehensive, and (3) addition of a
Chief Information Officer position to address information technology issues.

Issuance of Comprehensive Polices and Procedures

During our review of the proposed tasks relating to issuing a comprehensive set of Corporation
policies and procedures, we noted that the tasks related only to “critical” policies and procedures.
“Critical” policies and procedures, as defined by the Corporation, are those that need to be issued
as a priority as a result of one of the following issues: (1) the authority of ACTION (policies and
procedures used prior to inception of the Corporation) has expired, (2) the existing policies and
procedures are inaccurate for the current operations of the Corporation, or (3) implementation of
current policies and procedures have generated numerous questions from Corporation personnel.
The Corporation identified 11 such “critical” policies and procedures to be addressed in fiscal
year 1999. Although the Corporation intends to address other policies and procedures, the
current task is not sufficiently comprehensive in nature.

The Corporation has identified a comprehensive list of policies and procedures which need to be
issued, and has developed the methodology to do so. However, it has encountered delays in
issuing the “critical” policies and procedures due to time required for the review and clearance
processes and, to some extent, difficulties encountered in implementing Momentum.

13



Exhibit A Exhibit A, Continued

FINDINGS AND RECOMMENDATIONS, Continued

Recommendation

The Corporation should accelerate its efforts to develop and implement a comprehensive set of
policies and procedures. Additionally, we recommend that specific issue dates for all policies
and procedures, as well as training dates for the related policy writing training, be established
and managers be held accountable for timely completion of the tasks.

Management Control Plan

Our review of the task on establishing a formal management control plan revealed the following

matters which preclude the Corporation from implementing a comprehensive self-assessment
process:

e Grants management, which is a significant process for the Corporation, will conduct a self-
assessment on a rotational basis with the frequency still to be determined;

¢ Information Technology general controls such as disaster recovery and access controls are
not included in the self-assessment survey; and

e Not all assessable units will conduct self-assessments for fiscal year 1999.

We also noted that the Office of the Chief Operating Officer tracks and validates corrective
actions resulting from various audits. Additionally, the primary method used by the Chief
Operating Officer to track lower-level weaknesses is discussion at weekly staff meetings until
agreement is attained that the weakness has been corrected. There is no independent validation
function for verifying corrective actions.

OMB Circular A-123, Management Accountability and Control, states that management controls
are the organization’s polices, and procedures used to reasonably ensure that 1) programs
achieve their intended results, 2) resources are used consistent with agency mission, 3) programs
and resources are protected from waste, fraud, and mismanagement, 4) laws and regulations are
followed, and 5) reliable and timely information is obtained, maintained, reported and used for
decision making.

The lack of a comprehensive self-assessment process may prevent the Corporation from
detecting weaknesses in internal controls in a timely manner.

Recommendation

The Corporation should include the information technology general control environment in the
management control plan self-assessment survey. Grants management, a significant process for
the Corporation, should be assessed annually. All assessable units should be initially surveyed
and, based on the results, the frequency of future assessments determined. Also, the Corporation

14



Exhibit A Exhibit A, Continued

FINDINGS AND RECOMMENDATIONS, Continued

should implement an independent verification process as deficiencies are corrected to ensure
proper correction of weaknesses in internal controls.

Chief Information Officer

The Corporation management infrastructure does not include a Chief Information Officer (CIO).
However, the Action Plan has as one of its goals to “use Information Technology to make
Corporation work processes more efficient and to better access data for policy and decision
making.” The Director of the Office of Information Technology, who has maintained
information technology (IT) operations (activities such as management of systems maintenance

and development projects), does not have access to the strategic decision making level in the
Corporation.

Additionally, the Corporation has been in the midst of implementing a major new accounting
system, and has experienced a series of technical difficulties. In light of these difficulties, we
believe that it is even more critically important that a CIO be identified and hired to provide
focused oversight and lead the Corporation in achieving its current commitments in the

identification, selection, and implementation of technology solutions to information technology
needs.

The CIO should function as an integral part of the senior management team to ensure that both
business and technical needs are adequately addressed. The CIO should be responsible for
obtaining the resources for designing and implementing a sound IT internal control environment.
Also, the CIO should participate in setting the Corporation’s strategic performance goals. The
objective of this participation is to provide candid and objective assessments of the limitations
and opportunities of IT in attaining corporate goals.

Recommendation

The Corporation should place a high priority on completing its search for a CIO.
Independent Validation and Verification Report

Our review of the Corporation’s Independent Validation and Verification (IV&V) report for
Year 2000 compliance, prepared by an outside contractor, indicated that it may not be accurate
and complete in all respects. The IV&V report should provide management with an independent
conclusion as to whether the Corporation’s Year 2000 remediation efforts have been performed
adequately. Sufficient details should be included in the report to support the conclusions
reached.

We reviewed the report dated August 31, 1999, supplied to the Corporation by its contractor.
Our review of the report was performed to determine whether certain facts characteristic of a
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FINDINGS AND RECOMMENDATIONS, Continued

thorough Year 2000 compliance IV&V report were present. We used a limited application of
KPMG’s Year 2000 Quality Assurance methodology used for evaluating Year 2000 compliance
efforts. We were not able to conclude whether all necessary tasks related to the report were
completed without reviewing the work of the contractor. However we did note the following:

e No specific identification was evident in the report of the separate test environment where the
testing occurred. We found that the test regions were addressed but no system designators
were identified. Readers would be unable to determine if the correct environment was used
or whether the region used has peculiarities that would nullify Year 2000 testing, such as
updated utilities not remediated in the production region.

e The report did not identify the universe of infrastructure within which items were identified
for testing. Additionally, the untested portion of the infrastructure was not identified as
compliant before the testing was performed (e.g., PC’s, mid-tiers, mainframes, and
networks).

e We could not determine whether the system clock was advanced to test interdependencies
such as applications and utilities. Advancing the clock can detect failed interdependencies

such as those between applications and utilities. We noted only the processing of test data
with dates beyond the year-end date.

e The report did not discuss testing the applications with other high-risk dates. For example,
leap year dates (2/29/2000) are sometimes accommodated using special sub-routines that
could be overlooked by a test scenario that does not introduce leap year dates for processing.
We did note that the server and workstation BIOS had the benefit of leap year testing.

¢ The functions of input, processing, and output were tested, but not all functionality was

identified to conclude that the whole application was tested (e.g., seldom used utilities and
features).

e The interfaces tested were not completely explained concerning agreements with the data
exchange partners. For example, we could not determine whether two-digit dates were
acceptable to the receiving party. Also, the compliance method of converting the two-digit
date by the receiving entity was not evident. If the receiving entity has a different method of
converting two-digit dates, errors could occur.

e Some results indicated that the system was not compliant, but conclusions were made that the
item was compliant. For example, the test scenarios for VISTA Management System
indicated that the input screens accept only two-digit dates, returning 99 as 0099 in the
database. This would be an indicator that VMS is not Year 2000 compliant. However, this
area was reported as compliant.
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FINDINGS AND RECOMMENDATIONS, Continued

The items discussed above are important for the Corporation to have reasonable assurance that
Year 2000 remediation efforts have reduced the risk of operational stoppages and service failures
as a result of system outages due to improper handing of cross-century transactions.

Recommendation

We recommend that the Corporation discuss the above observations with the contractor and
obtain suitable explanations. The report should be revised to include the information developed
to support the conclusions reached during the testing. Explanations should be entered where the
testing did not develop results that clearly show the applications will successfully process the
high risk dates (i.e., “Compliant with Recommendations™).
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APPENDIX A

THE CORPORATION’S RESPONSE



CORPORATION

FOR NATIONAL
SERVICE

November 19, 1999

TO © Luise Jordan
Inspector General

FROM . Wendy Zenker &yﬁ/ﬂ/'—
Chief Operating Offi

SUBJECT : Comments on Draft Audit Report 00-13, Review of the Corporation for
National Service Action Plan

Thank you for the opportunity to comment on the subject draft report. The draft audit report
provides an assessment of the Corporation’s progress in implementing the Action Plan. The
Action Plan reflects the Corporation’s management improvement priorities First issued in
December, 1998, we have continuously monitored and revised the Plan throughout the year.
On a bi-monthly basis, progress reports have been provided to the Congress, and to your
office, along with supporting documentation for the tasks which are completed.

Overall, we are making good progress — and also recognize that we have much more to do.
In our most recent submission to the Congress, dated October 21, 1999, the Corporation
reports that 206 of 274 tasks are completed. As we continue our work on the remaining
tasks, we will also be revising the Plan, consistent with final appropriation levels, to include
important new tasks that are integral to accomplishing the Corporation’s mission. As we
develop our FY 2000 Plan, we will endeavor to be more realistic in setting the planned dates
for completion of tasks (as recommended by the auditors), given the resources available to
the Corporation.

In reviewing the draft audit report, we noted that the auditors identified significant
accomplishments during the year, and also encouraged the Corporation to be more diligent
in certain areas. We agree with the priorities noted by the auditors, particularly the
information technology and system improvements that are needed. This is an area of
empbhasis for FY 2000.

The Corporation will continue to emphasize the work needed in the new financial
management system and in the web-based reporting system (WBRS). The draft report notes
that financial system implementation will be reviewed in future Office of Inspector General
work. With respect to WBRS, additional information is now available with respect to the
tasks planned for completion in October, 1999. The Corporation is making good progress —
almost all of the States are enrolling members in WBRS as planned, and the Corporation is
further monitoring the participation of programs. The AmeriCorps Program staff, the Trust
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staff and DEEP staff are participating in WBRS training, and regular WBRS reports are
used to monitor and assess program activity. Corporation staff will follow-up with State
Commissions as needed.

The draft report makes several recommendations, some of which have been previously
identified in other audit reports. We agree with many of these recommendations, and
disagree with others. Inthe FY 2000 Action Plan and as part of the audit resolution process,
we will address those recommendations we agree with, and provide the Office of the
Inspector General our rationale for those recommendations with which we disagree.

We look forward to continuing to work with the Office of Inspector General on the Action

Plan and the FY 1999 financial statement audit. IfT can provide any additional information,
please contact me.



